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Housekeeping

• Attendees muted for duration of webinar

• 1 hour duration

• Webinar being recorded and will be available on our website

• Q & A



Guest Speakers & Panellists

Miroslav Doncevic

Cybersecurity Architect – Mint IT

Tony Nicholson 

Director – Mint IT



My Health Record 
Compliance

Presented by Nisha Sathyan

Digital Health Program Officer – NBMPHN 



Legislation

The My Health Record system is supported by a legislative framework that sets controls 
around who can access the system and the information contained within.

Relevant acts and instruments include:
My Health Records Act 2012
My Health Records Rule 2016

The Australian Digital Health Agency website has information about the My Health Records 
Act and more. My Health Record legislation and governance.

https://www.legislation.gov.au/Details/C2021C00475
https://www.legislation.gov.au/Details/F2016C00607
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance


Rule 43 and 44

These are in place to safeguard the use of My Health Record and to give both patients and 
clinicians confidence that the system is secure.

Rule 42
Includes the matters in 
which need to be addressed 
in your My Health Record 
security and access policy.

Rule 43
• A copy of your organisation’s 

policy may be requested by 
the system operator.

• Must provide a copy of the 
My Health Record security 
and access policy within 7 
days.

Rule 44
• Covers user account 

management.
• Ensure that IT systems 

employ reasonable use 
account management 
practices

Rules 42, 43, 44



Ongoing My Health Record participation 
obligations 

Regular review of My Health Record Security & Access Policy

User account management in your clinical software

Respond to requests made by The Agency/System Operator

Comply with notifiable data breach requirements 

Provide My Health Record training to staff
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• Policy template can be downloaded 

from Office of the Australian Information 

Commissioner (OAIC)’s website 

• Policy covers areas such as how your 

practice:

► Accesses My Health Record 

► authorises and deactivates users accessing My 

Health Record.

►  Intends to train staff to use My Health Record 

(Practices are encouraged to keep a Training 

Register)

Regular review of My Health Record Security & Access Policy

https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/health-service-providers/my-health-record/Security-and-Access-policies-Rule-42-guidance
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/health-service-providers/my-health-record/Security-and-Access-policies-Rule-42-guidance


Training Register



• Legislation states you should Review your 

policy:

•  atleast once per year

• Or when situations your organisation is required to 

review and update the policy:

► A change within the system, organisation or 

regulation 

► When a data breach has occurred and risks have 

been identified.

Regular review of My Health Record Security & Access Policy
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• Ensure that any authorised staff have been given access 

in your software through the user preferences section.  

User account management in your clinical software

e.g. Best Practice



• Ensure that any authorised staff have been given access 

in your software through the user preferences section.  

User account management in your clinical software

e.g. MedicalDirector – user preferences for a non-GP user



• Be aware of how to suspend access to My 

Health Record

• Have  a unique user account for each 

individual 

• Regularly reviewing password 

•  Having other access mechanisms e.g. 

locking screen

User account management in your clinical software
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https://nbmphn-my.sharepoint.com/personal/nisha_sathyan_nbmphn_com_au/Documents/Desktop/Digital%20Health/SafeScript/SafeScript%20NSW%20v3_Final.docx?web=1


Your practice will need to be able to: 

Assist with any inquiry, audit, review, assessment, investigation, or complaint 

regarding My Health Record

Respond to requests made by The System Operator/The Agency

e.g. Letters are sent out to organisations that have 

used Emergency Access/Break Glass function and 

the organisation is to investigate to see if the it was 

authorised use or not.  

e.g. Be requested to provide a copy of your 

organisation’s policy within 7 days if requested.   
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• What is a notifiable My Health Record data breach?

► There has been unauthorised collection, use or disclosure of 

health information included in a patient’s My Health Record

► An event or circumstance has occurred that compromised the 

security or integrity of the My Health Record system. 

• Report data breaches as soon as practicable to the 

OAIC and The Agency. 

• More guidancecan be found on The Agency’s 

website -

https://www.digitalhealth.gov.au/healthcare-

providers/initiatives-and-programs/my-health-

record/data-breaches

Comply with notifiable data breach requirements 

https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches
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• Training needs to be provided:

► Before staff are authorised to access the system for 

the first time

► As a yearly refresher for those who have already 

completed the training 

• Train users of the system regarding:

► Accurate and responsible use

► Legal obligations of accessing the system

Provide My Health Record training to staff

https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training.pdf


Training & Education Resources:

• eLearning Modules

• On-Demand Webinars

• Software Summary Sheets

• Training Simulator

• Your Engagement Officer and Digital Health 
Officer can provide training for new and 
existing users

Provide My Health Record training to staff

Example of a Best Practice Software Summary Sheet

https://training.digitalhealth.gov.au/mod/page/view.php?id=958
https://www.digitalhealth.gov.au/healthcare-providers/webinars
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training


Thank you 

Nisha Sathyan

Digital Health Program Officer

T: 02 4708 8136 

E: nisha.sathyan@nbmphn.com.au
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