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Acknowledgement
of Country

| would like to acknowledge the
traditional owners of the land on which
we all meet today and to pay my respects to
Aboriginal elders past, present and emerging.

| would also like to extend my respect
to all Aboriginal people present today.
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Housekeeping

» Attendees muted for duration of webinar

* 1 hour duration

* Webinar being recorded and will be available on our website

*Q&A
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Guest Speakers & Panellists
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Miroslav Doncevic

Cybersecurity Architect — Mint IT
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My Health Record

Compliance

Presented by Nisha Sathyan
Digital Health Program Officer - NBMPHN




Legislation

The My Health Record system is supported by a legislative framework that sets controls
around who can access the system and the information contained within.

Relevant acts and instruments include:
My Health Records Act 2012
My Health Records Rule 2016

The Australian Digital Health Agency website has information about the My Health Records
Act and more. My Health Record legislation and governance.

Australian Government

Australian Digital Health Agency


https://www.legislation.gov.au/Details/C2021C00475
https://www.legislation.gov.au/Details/F2016C00607
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance

Rules 42, 43, 44

A
Rule 42 Rule 43 Rule 44
Includes the matters in * A copy of your organisation’s * Covers user account
which need to be addressed policy may be requested by management.
in your My Health Record the system operator. * Ensure that IT systems
security and access policy. e Must provide a copy of the employ reasonable use
My Health Record security account management
and access policy within 7 practices

days.

These are in place to safeguard the use of My Health Record and to give both patients and
clinicians confidence that the system is secure.

Australian Government

Australian Digital Health Agency



Ongoing My Health Record participation
obligations

Regular review of My Health Record Security & Access Policy

User account management in your clinical software

Comply with notifiable data breach requirements
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Ongoing My Health Record participation
obligations

Regular review of My Health Record Security & Access Policy
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Regular review of My Health Record Security & Access Policy

* Policy template can be downloaded
* Office of the Australian Information Commissioner .I:rom O.ﬁ:lce Of the AUStraIIan I nformatlon
Commissioner (OAIC)’s website

My Health Record system security and access
policy template

Background » Policy covers areas such as how your

This My Health Record system security and access policy template provides guidance for

healthcare provider organisations on meeting the requirements set out in Rule 42 of the My t l "

Health Records Rule 2016. p raC I C e "

Under Rule 42, healthcare provider organisations must establish a security and access policy

prior to regist;.ring with the My Health Record system. The policy must be communicated to > AcceSS eS M y H ealth R e CO rd

all employees and any healthcare providers to whom the organisation supplies services
under contract. The policy must be enforced in relation to all employees and healthcare

providers to whom the organisation supplies services under contract. Healthcare provider > auth O r I SeS an d d e actlvates u S e rs access I n g M y

organisations must also ensure that the policy is kept up to date by reviewing it, at least

annually, as well as when any material new or changed risks are identified. H ealth R eCO rd .

The policy must cover the following matters:

* the manner of authorising people to access the My Health Record system, and deactivating or > I ntends to traln Staff tO use My Health Record
suspending access . ..

* training that will be provided to employees before they access the My Health Record system (P raCtI CeS are e n CO u rag ed tO kee p a Tral n I n g

* the process for identifying a person who requests access to a healthcare recipient’s My Health R e g Iste r)

Record and communicating the person’s identity to the System Operator?

* physical and information security measures that will be established and adhered to by the p h n we nt wo rth
N

: feath ; EPEAN
healthcare provider organisation and people accessing the My Health Record system Ok M CiNralRE H ea |th ca re

* mechanisms for the prompt identification and mitigation of My Health Record system-related An Australian Govemment Initiative Blue Mountains | Hawkesbury | Lithaow | Penrith
security risks


https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/health-service-providers/my-health-record/Security-and-Access-policies-Rule-42-guidance
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/health-service-providers/my-health-record/Security-and-Access-policies-Rule-42-guidance

Train

ng Register

MY HEALTH RECORD STAFF TRAINING REGISTER SECURITY PRACTICE AND POLICIES CHECKLIST
Staff Name User Training Checklist &  Date Trained & Date Trainad & RO/OMO Date Trained &  RO/OMO
Dedlaration ? Date Due Date Due Initials Date Due Initials

DrlamesBond  General  Completed 01/01/20 7 29/06/20 Z7

Practitioner Due: 01/07/20 Due; 01/12/20
Louis Lane Practice Completed 09/01/2020 _‘/_J 09/07/2020 i’

Manager Due: 09/07/20 Due: 09/01/21
Clark Kent Receptionist Completed 21/03/20 yed N/A - Left

Duar23/00/20 Practice

MY HEALTH RECORD DEACTIVATED USERS

Former Staff Name Last day of Employment

Clark Kent 12/08/2020 | ves 12/08/2020 | Louis Lane /OMO | L

Australian Government
Australian Digital Health Agency




Regular review of My Health Record Security & Access Policy

G - Legislation states you should Review your
policy:

- atleast once per year

My Health Record system security and access
policy template

Background . . . . . .
This My Health Record system security and access policy template provides guidance for ¢ O r Wh e n S Itu atl O nS yo u r O rg an |Sat| O n IS req u I rEd tO

healthcare provider organisations on meeting the requirements set out in Rule 42 of the My

Heclth Rcords Fule 201 review and update the policy:

Under Rule 42, healthcare provider organisations must establish a security and access policy

prior to registering with the My Health Record system. The policy must be communicated to 1 1 1 1

all employees and any healthcare providers to whom the organisation supplies services > A C h an g e Wlth I n th e SySte m ’ O rg an Isatl O n O r
under contract. The policy must be enforced in relation to all employees and healthcare .

providers to whom the organisation supplies services under contract. Healthcare provider re g u I a_tl O n

organisations must also ensure that the policy is kept up to date by reviewing it, at least
annually, as well as when any material new or changed risks are identified.

e et olou » When a data breach has occurred and risks have
* the manner of authorising people to access the My Health Record system, and deactivating or been identified.

suspending access
* training that will be provided to employees before they access the My Health Record system

* the process for identifying a person who requests access to a healthcare recipient’s My Health
Record and communicating the person’s identity to the System Operator?

* physical and information security measures that will be established and adhered to by the p h n we nt wo rth
N

i isati i EPEAN
healthcare provider organisation and people accessing the My Health Record system Ok M CiNralRE H ea 'th ca re
* mechanisms for the prompt identification and mitigation of My Health Record system-related An Australian Govemment Initiative Blue Mountains | Hawkesbury | Lithaow | Penrith

security risks



Ongoing My Health Record participation
obligations

User account management in your clinical software
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User account management in your clinical software

e.g. Best Practice

P Bp Fremier F Edit user detsls * I
Fible Chnical Maragement Utlities View Sefup Help Llzer D T amarce Wl Irdrd
PEY MR 2D o : | e |
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Practice fees ShitteFT : : : 3 s —
8 Mistde phone: | (84484284 CFO Ha Hpet ety e
Cheque detaily L 4 - E sgecet chewcal dals Allssi BETEE
P Fager [ | Wl v D) Pt e (2} Locum Ilrporln:tqudal‘a ﬂwmuﬂ
T = -
:_:M . E-mad dochorEgn com L] ocstonaly iegpriesd i L My Health Fiecond Accass
ntom pregarstions ™ :v:: Fiecoed Froge won é
- ISR aliory Fas sppoiniment
Drug cembinationt Uuatte i g Geaech clrecadl dala Ailores BoEEY
Drug theeets & ] Has account: [Change psbent conhdennal stsh Bk
- B oz o rweshgahon epons e BOCRER
r Fipraraden ity ddlcwes mCCRTL
Wi i ae berpdate s AALE 0 Teketa
el wiod Proces ol Aibinee Chrucal aCies
Conbgrshon il BOTEEE
Add 7 Dot Dwect B Py el
[ ey T reeperen
Im
Savm Carcel
[ Fonce passwosd changs on rest kgin ] Mk ruotes confictental
— S
e ][ Coea

* Ensure that any authorised staff have been given access

In your software through the user preferences section. phn
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User account management in your clinical software

e.g. MedicalDirector — user preferences for a non-GP user

Add User
Uzar's Mame: || | beahhzare [dentifier
HFIH Mar-
Locamsn: MedicalDictor Sampies Database H e
Cabegary: W HealthAecond Detals
Paticipate in MyHeathRecord
Vwhen the Famcpate in MyHeakhRecand' apbion is checked:
Acceas Level - You can download or upbad clinical documents to each patient’s MyHeakhRecord.

() Full - access to patient files. additon and edifing of all infomation
excepl medications.

() Limted - access to patient files. Lefiers containing patiert
irformalion can be crealed.
Mo ather additions,/aterations can be mada.

(®) Basic - access fo demographic fles.
Mo sccess ba clinical information is allowed.

Australian Immunisation Register (AR}
Ancilary Provider Mumber:

This is subject to sach patient's MyHeath Aecord securdy gatus
Tile:

First Name:

Middle Mame:

Last Hame:

Diata Expost Privieges? Ootions Editing?

[] Autocapitalize name [ MyHeathFecor Asssted Regisration

PEI Emcryption

Cancel

* Ensure that any authorised staff have been given access
In your software through the user preferences section.
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User account management in your clinical software

- Be aware of how to suspend access to My
Health Record

- Have a unique user account for each
individual

» Regularly reviewing password

- Having other access mechanisms e.g.

locking screen hn Wentworth
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Ongoing My Health Record participation
obligations
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https://nbmphn-my.sharepoint.com/personal/nisha_sathyan_nbmphn_com_au/Documents/Desktop/Digital%20Health/SafeScript/SafeScript%20NSW%20v3_Final.docx?web=1

Your practice will need to be able to:

Assist with any inquiry, audit, review, assessment, investigation, or complaint
regarding My Health Record

=2

e.g. Letters are sent out to organisations that have e.g. Be requested to provide a copy of your
used Emergency Access/Break Glass function and organisation’s policy within 7 days if requested.
the organisation is to investigate to see if the it was

authorised use or not.
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Ongoing My Health Record participation
obligations

Comply with notifiable data breach requirements
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Comply with notifiable data breach requirements

- What is a notifiable My Health Record data breach?

» There has been unauthorised collection, use or disclosure of
health information included in a patient’s My Health Record

» An event or circumstance has occurred that compromised the
security or integrity of the My Health Record system.

* Report data breaches as soon as practicable to the
OAIC and The Agency.

* More guidancecan be found on The Agency’s
website -
https://www.digitalhealth.gov.au/healthcare-
providers/initiatives-and-programs/my-health-

; hn Wentworth
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https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches

Ongoing My Health Record participation
obligations
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y; Australian Government W Recommended
Lol

i Australian Digital Health Agency My Health Record My He alth Record

Training

Recommended My Health Record Training

Healthcare provider organisations must provide staff with My Health Record training before they are
authorised to use the system. The training is required to cover:

[0 How to use the system accurately and responsibly

[J Legal obligations of the healthcare provider organisation and people who access the
system on behalf of the organisation

OO Consequences of breaching those obligations

Details of training provided to staff should be set out in the organisation’s My Health Record security
and access policy. Healthcare organisations may be required to provide evidence of how they comply
with these obligations, and it is recommended that a training register is maintained. It is recommended
that training is provided to staff on a regular and ongoing basis.

Available Training
Staff can access a range of free online eLearning modules about My Health Record here. At a minimum,
staff should complete the My Health Record security, privacy and access eLearning module.

Staff may be directed to attend a training session or webinar hosted by the Australian Digital Health
Agency. A list of available events can be found here.

A range of podcasts are available to support staff training.

Other training options
Organisations are also able to conduct internal training covering the below topics (1-7).

1. What is in a record

2. Understand when you can view and upload information

3. Appropriate and lawful use of the Emergency Access (‘break glass’) function
4. Participation obligation

5. Penalties for misuse

£ Masa henanhas amd bha bn maamama ahemnn

ijooooo

* Training needs to be provided:

» Before staff are authorised to access the system for
the first time

» As a yearly refresher for those who have already
completed the training

* Train users of the system regarding:
» Accurate and responsible use
» Legal obligations of accessing the system

hn Wentworth
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https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training.pdf

Best Practice
Fact Sheet

Viewing Clinical Documents
in My Health Record

Note: These steps assume that your software is connected to the
My Health Record system, the patient has a My Health Record and their
individual healthcare identifier (IH1) has been validated in your system

STEP 1:
To gain access to the patient’s My
Health Record, either:

s Select My Health Record tab,

then View Document List from

the drop-down menu; or

* Click on the My Health Record
button.

STEP 2:

The document list window will
appear, displaying documents in the
patient’s My Health Record (subject
to any search filters which are set).

Example of a Best Practice Software Summary Sheet

Training & Education Resources:

* eLearning Modules

« On-Demand Webinars

» Software Summary Sheets

* Training Simulator

* Your Engagement Officer and Digital Health
Officer can provide training for new and

existing users

hn Wentworth
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https://training.digitalhealth.gov.au/mod/page/view.php?id=958
https://www.digitalhealth.gov.au/healthcare-providers/webinars
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training

Thank you

Nisha Sathyan
Digital Health Program Officer
T.02 4708 8136

Y Wentworth
E: nisha.sathyan@nbmphn.com.au
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